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Gallagher Access Control Integration

Product Overview

m Vix Vizion in partnership with Gallagher delivers a seamless, integrated multi-factor authentication for access control solutions
across many markets.

m  Vix Vizion’s Imagus facial recognition software enables facial biometrics to allow contactless access control when hands free
type access is required.

= Multi-factor identity verification enables more secure site management and access control to ensure that the person presenting
the card is the card holder.
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Key Features
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B Imagus sends the facial request in the form of a
virtual card badge whenever it detects a face at
high confidence. As a result, the Gallagher
Command Centre has an audit log of who
accessed the system as it would do for any other
form of credentials.

= |magus facial recognition synchronises all
cardholders’ photo, Id, name and locks their
profiles in its own database and only uses this
database to detect faces.

B The Vix Gallagher access control integration is
useful in many markets including Mining and
other high security environments where either
single face authentication is needed or dual
authentication to ensure the person with the
access control card is actually that person.

m  This integration supports the following Gallagher
software:

1. Gallagher Command Centre vEL8.30.1236
(or later CC release)

2. Gallagher Controller 6000 Software

3. To enable dual authentication for the same
person, a Gallagher Dual Authorisation
Enhancement must be installed on Command
Centre Server

* Visit the Gallagher website https://products.security.gallagher.com (Search under ‘Software’ and click ‘Integrations’)
or Vix Vizion website www.vixvizion.com for further information.

Benefits To Customer

Imagus is a proven video analytics and facial recognition
product installed at hundreds of sites across Australia
and New Zealand. It is fast, accurate and uses small
memory resources. Other benefits include:

m  All access credentials are syncronised from
Gallagher to Imagus database for face authentication.
The process is wholly governed by Gallagher, and no
modification is allowed by the external systems.

B Easy to use and to configure the setup.

m  Gallagher uses one management platform to
control all cardholder configuration and access
rights, as well as events and alarms triggered.

B Enhance safety of their customers and employees
and protect property through real time alerts if persons
of interest or repeat offender return to a location.
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How Is Privacy Addressed

Imagus has been designed to operate with Privacy
Principles Guidelines in mind. When a face is detected
on a camera using our Imagus software, we create a
metadata face file (“Metadata”) for that particular face
which describes the characteristics of the face. This
Metadata is then used by the system to match against
faces of people of interest who have been enrolled by the
operator in the enrolled faces database. The Metadata is
a data file, not an image file.

Face Metadata storage is a configurable part of our
software which is managed by the customer and set
depending on their needs, Metadata can be stored for
days or minutes or immediately deleted.
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